
IX^\Yd_c^SYX

The iKeepSafe California Privacy Program is available to operators and service providers of websites and online
services, data management systems and other technologies that are, in whole or in part, intended for use in and by
schools, and which may collect, store, process or otherwise handle student data.

This iKeepPgofile is intended to assist you in determining whether the eCare Vault Service complies with FERPA,
SOPIPA, California AB ÂÆÉÅ, and other California state laws and district policies. It indicates that the eCare Vault
Service has been assessed for alignment with the iKeepSafe California Privacy Program Guidelines.

The iKeepPgofile is not legal guidance, nor does it guarantee or otherwise assure compliance with any federal or
state laws. If you have questions on how to use the iKeepPgofile to support your school’s compliance efforts, please
contact your school attorney.Â

P\Yd_c^ O`e\`Sea

eCare Vault: https://ecarevault.com/

eCare Vault provides a unique HIPAA and FERPA-compliant SaaS platform at the intersection of the Education,

Community Care and Public Safety sectors that acts as a secure, privacy-compliant care team collaboration bridge

between departments of child and family services, school districts, law enforcement entities, special education and

health service providers, parents, and community services.

The eCare Vault platform enables education, community care and public safety departments to gain operational

efficiencies, and facilitate secure communication and care team collaboration for integrated outcomes by driving

the digital continuum of care. It allows for direct, secure and privacy-compliant care team collaboration and secure

multi-way exchange of documents and forms between administrators, educators, service providers, community

corrections staff, advocates, mentors, paraprofessionals and parents/caregivers to maximize the total well-being of

each vulnerable child, youth, or adult being served.

eCare Vault streamlines workflows and drives the continuum of care through Ä key features: Trusted Teams,

Personalized Pathways, and Deeper Insights:

Â
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Tgkhjed Teamh�
Wijh eCage Vaklj� ij�h eahs j] q]gk ah a jeam� qhenepeg� qhegepeg� qijh�

· Mklji�Was Team C]llab]gaji]n: Secure sharing of sensitive documents and discussions.
· F]gmh and Feedback L]]dh: Assignment of forms with e-signatures, nudges and reminders.
· Segpice Tgacking: Flexible workflows to assign, deliver, track and bill for services provided.
· Refeggal Managemenj: Streamlined processes to receive, send, sort and track referrals.

Pegh]nalived Pajhqash�
Wijh eCage Vaklj� lighj kd degh]nalived dajhqash jhaj�

· Build in milestones and stages of progress that tie it to a developmental trajectory.
· Meet the individual where they are, with “listening posts” to ensure regular check-ins.
· Co-create pathway plans that are dynamic, flexible and goal-oriented.
· Involve both community partners and internal resources to power the continuum of care.
· Respond to significant incidents in real-time with automatic alerts to shift course as needed.
· Gather care memory along the way to detect patterns and inform supports and services.

Deedeg Inhighjh�

Wijh eCage Vaklj� s]k�ll hape jhe inhighjh s]k need j]�

· Clearly identify outcomes at the individual and population levels.

· Clarify the effectiveness of support programs and services --based on real evidence.

· Identify opportunities for process efficiencies with digital transformation and transparency.

· Easily share successes and strategic resource planning insights with key stakeholders.

· Unlock new funding with flexible reporting aligned with current state and federal priorities.

eCare Vault’s care coordination is centered on a concept of a Care Space - (a team centered around an individual

who is receiving services), and a Connect Space (a dedicated space to connect on a broader care initiative or

cross-agency project.) A Care Space is a collection of authorized users (registered users of the service) that have

been specifically invited as Team Members to securely collaborate and communicate around an individual across

different settings. A Connect Space provides a dedicated space for key stakeholders to connect on a care initiative,

incident response or referrals. Team Members can include parents/caregivers, individual teachers, learning

specialists, and health care providers, community corrections officers, and case managers, who can securely

exchange information with others within a Care Space and set granular permissions that limit access to different

types of information. All authorized users are solely responsible for providing or obtaining all necessary

authorizations and consents from the Care Recipient or parents/guardians of a Care Recipient if the Care Recipient

is a minor. Authorized users who are representatives of a school or local education agency are recognized as

Educational Representatives for the purposes of complying with the student data privacy laws included herein.

Ã
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Ag\eeWeX^

A�  Ah gelajed j] jhe Famils Edkcaji]nal Righjh and Pgipacs Acj ¥�FERPA�¦ ¥ÃÁ U�S�C� Secji]n ÂÃÄÃg¦ and
Calif]gnia AB ÂÆÉÅ ¥Bkchanan¦ Pgipacs ]f Pkdil Rec]gdh� Ägd�Pagjs Digijal Sj]gage ² Edkcaji]n
S]fjqage ¥Edkcaji]n C]de hecji]n ÅÊÁÈÄ�Â¦� eCage Vaklj aggeeh�

Â. Pupil records uploaded to the eCare Vault service by an Educational Representative continue to be the
property of and under control of that Educational Representative.  eCare Vault does not directly touch any
information nor have routine access to the data and recognizes that any information exchanged is the
property of the Educational Representative.

Ã. Authorized users may retain possession and control of their own generated content by signing into the
eCare Vault Service and downloading any information that they have uploaded onto the eCare Vault
platform.

Ä. It shall not use any information in a pupil record for any purpose other than those required or specifically
permitted by the Terms of Service and Privacy Policy for the eCare Vault Service.

Å. Parents, legal guardians, or eligible pupils may review personally identifiable information in the pupil’s
records and correct erroneous information by contacting their Educational Representative. If they are a
Team Member, they can access, update and delete data through signing into their account.

Æ. It is committed to maintaining the security and confidentiality of pupil records.  To that end, eCare Vault
has taken the following actions: (a) limiting employee access to student data based on roles and
responsibilities; (b) conducting background checks on employees who have access to student data; (c)
conducting privacy training that includes FERPA for employees with access to pupil data; (d) protecting
personal information with technical, contractual, administrative, and physical security safeguards in order
to protect it from unauthorized access, release or use.

Ç. In the event of an unauthorized disclosure of a pupil’s records, eCare Vault will promptly (within ÃÁ days of
becoming aware of the issue) notify the Educational Representative. The notification will include: date of
the breach, the types of information that were subject to the breach; general description of what
occurred; steps eCare Vault is taking to address the breach; the person at eCare Vault whom the data
holder can contact regarding questions about the breach. eCare Vault will keep the authorized user fully
informed until the incident is resolved.

7. It will delete personally identifiable data upon request of the Educational Representative and/or upon
expiration of the services agreement.  See Security Protocol section.

Ã. It agrees to work with the Educational Representative to ensure compliance with FERPA and the Parties
will ensure compliance by providing parents, legal guardians or eligible students with the ability to inspect
and review pupil records and to correct any inaccuracies therein as described in statement Å above.

Ä. It prohibits using personally identifiable information in pupil records to engage in targeted advertising.

10. It will not make material changes to its privacy and security policies, including adding practices around
new or additional data collection, or changes that may lessen the previously noted protections without
prior notice to the Educational Representative, separate from any notice in a “click wrap” agreement.

Ä
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B� Ah gelajed j]  Sjkdenj Online Pegh]nal Inf]gmaji]n Pg]jecji]n Acj ¥SB ÂÂÈÈ ��SOPIPA�¦� eCage Vaklj
aggeeh�

Prohibitions:

Â. eCare Vault does not target advertising via the eCare Vault Service or on any other website using
information about a K-ÂÃ student acquired from a use of the technology.

Ã. eCare Vault does not use information, including persistent unique identifiers, created or gathered by the
eCare Vault Service to amass a profile about a K–ÂÃ student except in furtherance of K–ÂÃ school
purposes.

Ä. eCare Vault does not and will not sell, rent, or otherwise provide personally identifiable  information to
any third party for monetary gain.

Å. eCare Vault does not disclose student information unless for legal, regulatory, judicial, safety or
operational improvement reasons.

Obligations:

Æ. eCare Vault is committed to maintaining the security and confidentiality of pupil records as noted herein.

Ç. eCare Vault will delete district-controlled student information when requested by that school district.

È. eCare Vault will disclose student information when required by law, for legitimate research purposes and
for school purposes to educational agencies.

Sec_\S^c P\Y^YcYV]

eCare Vault has a comprehensive Information Security Program in place that ensures the confidentiality, integrity
and availability of systems, networks and data. The following is a general overview of data security protocols:

Da^a IX T\aX]S^
Uploads are by HTTPS.  Data is encrypted during transmission.   All documents uploaded to the eCare Vault Service
are encrypted during transmission between the Client (typically a browser web client on the user's computer) and
the Service via the standard SSL Protocol.

Da^a a^ Re]^
Documents are encrypted upon receipt by the eCare Vault Server.  The encrypted documents are stored in
Amazon’s SÄ (Simple Storage Service).  When a document is shared by one user (sender) to be viewed by another
user (recipient), the document is only briefly decrypted by the server (in memory) in order to make a copy.
In the future, we will look to use a similar offering by Microsoft Azure (Azure Blob Storage) to facilitate encrypted
document storage.

Da^a S^Y\age
Data is stored in a RDS database (housed in AWS), which is encrypted.  Data is also stored in Amazon’s SÄ.  All users
specific data in SÄ is encrypted and potential PII/PHI (e.g. documents and photos uploaded by the user, discussions,
etc.) is encrypted with the users public key so that it can be decrypted only when their private key is protected with
a user-specific password.  Data backup occurs through automatic snapshots stored in Amazon’s SÄ servers.  All

Å
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backups are encrypted. In the future, we will look to use Microsoft Azure’s hosted database solution to securely
store encrypted data.

Da^a CeX^e\ Sec_\S^c
eCare Vault utilizes data centers operated by Amazon Web Services (AWS) and by Microsoft Azure.Both vendors
have extensive experience in designing, construction, and operation large-scale data centers. Microsoft Azure and
AWS data centers are housed in nondescript facilities. Physical access is strictly controlled both at the perimeter
and at the building ingress points by professional security staff utilizing video surveillance, intrusion detection
system and other electronic means.  Authorized staff must pass a two-factor authentication a minimum of two
times to access data center floors.  Microsoft Azure and AWS only provide data center access and information to
employees and contracts who have a legitimate business need.

Pe\]YXXeV
Tgaining:  eCare Vault conducts privacy and security training for all employees.

Accehh� Access to student data is role-based; limited to those employees who need access to perform job
responsibilities.  All employees with access to PII/PHI have undergone background checks.

P]lics� eCare Vault has created and maintains HIPAA Privacy and Security Policies.

Da^a DeVe^SYX
eCare Vault will delta personally identifiable data, expect the profile information of the authorized user and care
recipient(s) to ensure accurate record keeping, upon request of the Educational Representative and/or upon
expiration of the services agreement as per the process specified below:

Daja deleji]n dgacjiceh qhen Akjh]gived kheg erijh a Cage Team�

Prior to exiting the team, the authorized user has the opportunity to download any information that they have
uploaded and/or received prior to exiting the team.  Once an authorized user exits a team, all data that was
uploaded and/or received by the authorized user for that team will be deleted from the authorized user’s account.
Any information that has been previously shared by the authorized user prior to exiting the team cannot be
unshared.   Note:  Prior to exiting a Team, an authorized user must transfer ownership of the care teams for which
they are a team owner.  If ownership is not transferred, the care team is “frozen” and remaining team members can
no longer collaborate on the related care recipient.

Daja deleji]n dgacjiceh qhen Akjh]gived kheg Tegminajeh acc]knj�

Prior to terminating the account, the authorized user has the opportunity to download any information that they
have uploaded and/or received across all of the care teams they are a part of.  If the authorized user does not
transfer ownership prior to termination of their account, all teams in the terminated account for which the
authorized user is a team owner will be frozen.  Any information that has been previously shared by the authorized
user prior to exiting the team cannot be unshared.   eCare Vault may keep deidentified and aggregated data for
Analytics.

Æ
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ThS\d Pa\^Se]

eCare Vault does not sell, trade, lease or loan the personal information they collect or maintain, in the course of
providing the service, to any third party for any reason, including direct marketers, advertisers, or data brokers.

eCare Vault contracts with other third party companies to perform business functions or services on their behalf
and may share PII with such third parties as required to perform their functions. eCare Vault has agreements in
place with all third parties with access to student personal information to ensure they only use the information for
purposes necessary to deliver the authorized service and to ensure they maintain the confidentiality and security
of the information.  eCare Vault utilizes the following third party vendors as indicated below

Third Party Business function or Service
Amazon Web Services (AWS) Cloud hosting Platform
DataDog Infrastructure Monitoring; only de-identified non-PII data
GoDaddy.com SSL certificate provider, DNS Provider
Google Analytics Used to monitor the performance of the service internally.  No private data

disclosed.
Google Firebase Industry-standard authentication service.  User emails and encrypted

passwords are stored and authenticated via Firebase.
Jeavio Software engineers responsible for developing and maintaining the eCare Vault

platform
Microsoft Azure Cloud Hosting Platform
Mongo Database for Analytics Module; only de-identified non-PII data

Ç
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P\Yd_c^ Da^a LS]^

¾ Data Collected for Operation General Purpose of Data Collection

Â Student First and Last Name Required to support product functionality

Ã Student Age/DOB Required to support product functionality

Ä Student Gender Required to support product functionality

Å Parent First and Last Name Required to support product functionality

Æ Parent Physical Address Required to support product functionality

Ç Parent Phone/Mobile Number Required to support product functionality

È Parent Email Address Required to support product functionality

É Parent Password Required to support product functionality

Ê Parent Password Hint Required to support product functionality

ÂÁ Parent Age/DOB Required to support product functionality

ÂÂ Photograph (user generated) Required to support product functionality ;  uploaded

and utilized  by Care Team

ÂÃ Access Time Business Intelligence

ÂÄ Time Spent on Site Business Intelligence

ÂÅ Page Views Business Intelligence

ÂÆ Referring URLS Business Intelligence

È
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Acc_\acc S^a^eWeX^

eCare Vault, Inc. hereby confirms the accuracy and truthfulness of all information contained in the eCare Vault
Service profile, and has authorized iKeepSafe to make the profile available to any interested schools.

Signed and agreed:

_________________________________________
(Signature)

Dg� Adagna Ra]
Neuropsychologist
Hagpagd Medical Sch]]l
Founder ² CEO
eCare Vault

ÁÊ/ÃÊ/ÃÁÃÂ

The eCare Vault service has been reviewed and found in alignment with iKeepSafe's FERPA and California Privacy
Program Guidelines as indicated by this product profile. eCare Vault has been awarded the iKeepSafe FERPA and
California Privacy Program badges.

_________________________________________
(Signature)

Amber Lindsay
President ² CEO
iKeepSafe

ÁÊ/ÃÊ/ÃÁÃÂ

É
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CYZc\Sgh^

̷ 2016 IX^e\Xe^ KeeZ Safe CYaVS^SYX ˟SKeeZSafeˠ˰ AVV \Sgh^] \e]e\`ed˰  SKeeZSafē] CaVSfY\XSa P\S`acc
A]]e]]WeX^ P\Yg\aW̹ Wa^e\SaV] ha`e beeX de`eVYZed˳ cYZc\Sgh^ed˳ aXd
dS]^\Sb_^ed fY\ SXcSdeX^aV˳ cVa]]\YYW _]e YXVc˰ SKeeZSafē] cYZc\Sgh^ XY^Sce aXd dS]^\Sb_^SYX
\e]^\Sc^SYX] W_]^ be SXcV_ded YX aVV \eZ\Yd_c^SYX] ahe^he\ SX eVec^\YXSc Y\ ha\d cYZc fY\W˰ The]e
Wa^e\SaV] a\e SX^eXded ^Y cYX`ec geXe\aV SXfY\Wa^SYX YXVc aXd XY^ ^Y Z\Y`Sde VegaV ad`Sce Y\ aXc
Y^he\ ^cZe Yf Z\Yfe]]SYXaV YZSXSYX˰

DS]cVaSWe\

1 Bc _]SXg ^he CaVSfY\XSa P\S`acc A]]e]]WeX^ P\Yg\aW Y\ acceZ^SXg aXc Wa^e\SaV] \eVa^ed ^Y ^he CaVSfY\XSa
A]]e]]WeX^ P\Yg\aW˳ cY_ ebZ\e]]Vc acUXYaVedge aXd ag\ee ^ha^ XeS^he\ IX^e\Xe^ KeeZ Safe CYaVS^SYX˳
^heS\ aŎVSa^e]˳ ]_b]SdSa\Se]˳ Y\ de]SgXee] XY\ each Yf ^heS\ \e]Zec^S`e YŎce\]˳ dS\ec^Y\]˳ eWZVYcee] Y\
ageX^] ˟cYVVec^S`eVc˳ A]]YcSa^e]ˠ˳ caX g_a\aX^ee˳ ce\^Sfc Y\ eX]_\e ^ha^ cY_ a\e SX cYWZVSaXce aS^h FERPA˳
SOPIPA˳ CaVSfY\XSa AB 1584˳ Y\ aXc Y^he\ ]^a^e Y\ fede\aV Vaa]˰  YY_ _Xde\]^aXd ^ha^ ^he CaVSfY\XSa P\S`acc
P\Yg\aW dYe] XY^ cYX]^S^_^e VegaV Y\ aXc Y^he\ ^cZe Yf Z\Yfe]]SYXaV ad`Sce aXd ^he CaVSfY\XSa P\S`acc SeaV
S] XY^ a VegaV de^e\WSXa^SYX˰

YY_ f_\^he\ acUXYaVedge ^ha^ ^he CaVSfY\XSa P\S`acc A]]e]]WeX^ P\Yg\aW S] XY^ YŎcSaVVc \ecYgXSded bc ^he
U˰S˰ DeZa\^WeX^ Yf Ed_ca^SYX Y\ aXc Y^he\ VegS]Va^S`e Y\ \eg_Va^Y\c bYdc˳ aXd ^he Z\Yg\aW dYe] XY^
Z\Y`Sde aXc VegaV ]afe ha\bY\˰   YY_ a\e eXcY_\aged ^Y cYX]_V^ aS^h cY_\ a^^Y\Xec˰  UXde\ XY cS\c_W]^aXce]
]haVV ^he IX^e\Xe^ KeeZ Safe CYaVS^SYX˳ Y\ ^heS\ A]]YcSa^e] be VSabVe fY\ aXc dS\ec^˳ SXdS\ec^˳ SXcSdeX^aV˳ ]ZecSaV
Y\ cYX]e[_eX^SaV daWage] ^ha^ \e]_V^ f\YW cY_ XY^ beSXg SX cYWZVSaXce aS^h FERPA˳ SOPIPA˳ CaVSfY\XSa AB
1584˳ Y\ fY\ aXc cVaSW ^ha^ cY_ a\e XY^ SX cYWZVSaXce aS^h ^he]e aXd Y^he\ aZZVScabVe Vaa]˰  YY_
acUXYaVedge aXd \eZ\e]eX^ ^ha^ S^ S] cY_\ ]YVe \e]ZYX]SbSVS^c ^Y e`aV_a^e ahe^he\ Y\ XY^ cY_ a\e SX
cYWZVSaXce aS^h ^he]e aXd Y^he\ Vaa]˰

Ê
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